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EU Cybersecurity Initiatives

 EU Cybersecurity Strategy 2013 - Context

 Economic potential

 Maintenance of access and openness, fundamental rights, rule of law
and online safety

 EU Cybersecurity Strategy - Priorities

 Achieving cyber resilience

 Drastically reducing cybercrime

 Developing a cyber defence policy

 Developing industrial and technological resources for cyber security

 Establishing a coherent cyber policy promoting EU core values



European Security Agenda
Com(2015) 185 final

 Three priorities

 Terrorism

 Organised Crime

 Cyber crime

 Ensure the full implementation of existing EU legislation

 Rethinking internal and cross border cooperation

 Cooperation with the private sector

 Role of Europol’s European Cyber Centre EC3/ Eurojust

 International instruments and MLA with US and third countries

 “Cybersecurity is the first line of defence against cyber crime”



EU Cyber Crime Instruments

 2013 A Directive on attacks against information systems.

 2011A Directive on combating the sexual exploitation of children
online and child pornography.

 2002 ePrivacy Directive whereby providers of electronic
communications services must ensure the security of their services
and maintain the confidentiality of client information;

 2001 Framework Decision on combating fraud and counterfeiting of
non-cash means of payment, which defines the fraudulent
behaviours that EU States need to consider as punishable criminal
offences.



EU Legislative works in progress

 2016 Directive on Network and Information Security (NIS
Directive)

 2016 EU Data Protection Package

 28/5/18 General Data Protection Regulation

 6/5/18 Directive on the protection of natural persons with regard to
the processing of personal data by competent authorities
for the purposes of the prevention, investigation, detection
or prosecution of criminal offences

 April 16 Evaluation of the policy and legislation of the Framework
Decision on combatting fraud and non cash payments



Financial Conduct Authority

 2008 - Thematic review of Data Security

 2016 - Financial Crime: A Guide for Firms Pt 1

 2015 - Financial Crime: A Guide for Firms Pt 2

 2016 -FCA Business Plan 2016/17

 2016 -FCA's Approach to Cybercrime - Speeches



Financial Conduct Authority

 CPMI and IOSCO Guidance on Cyber resilience

 Working with the G7 cyber expert group

 Co-ordinating with NCSC

 Resilience exercises – Resident Shield with US

 Board level technical support

 Specialist Supervision Group

 Impacts each FCA objective – market integrity, consumer
protection and competition

 Cybersecurity is a shared interest and responsibility

 Looking for a “security culture”



Financial Institutions

 Risk to the Institutions own assets

 Risk to the Institutions customers assets

 Risk posed by employees and suppliers

 Bank of Bangladesh Bank Heist

 Tesco Bank’s raids on customer accounts



Bank of Bangladesh Heist

 On February 4, unknown hackers used SWIFT credentials of
Bangladesh Central Bank employees to send more than three
dozen fraudulent money transfer requests to the Federal Reserve
Bank of New York asking the bank to transfer millions of the
Bangladesh Bank’s funds to bank accounts in the Philippines, Sri
Lanka and other parts of Asia. The hackers managed to get $81
million sent to Rizal Commercial Banking Corporation in the
Philippines via four different transfer requests and an additional $20
million sent to Pan Asia Banking in a single request. But the
Bangladesh Bank managed to halt $850 million in other transactions.
The $81 million was deposited into four accounts at a Rizal branch in
Manila on Feb. 4. These accounts had all been opened a year
earlier in May 2015, but had been inactive with just $500 sitting in
them until the stolen funds arrived in February this year, according to
Reuters. (Source Wired)



Bank of Bangladesh Hack

 Advanced Persistent Threats (APT) are complex attacks, consisting
of many different components, including penetration tools (spear-
phishing messages, exploits etc.), network propagation
mechanisms, spyware, tools for concealment (root/boot kits) and
other, often sophisticated techniques, all designed with one
objective in mind: undetected access to sensitive information.

 Some IT security experts suggest that 85% of APTsd could be
mitigated by following the top four mitigation strategies together.
These are:

 application whitelisting,

 updating applications,

 updating operating systems

 and restricting administrative privileges.

 (Source: Kaspersky Labs)



Bank of Bangladesh Hack

BAE Systems Blog Kaspersky Labs



Tesco Account Raid

 On the weekend of November 5th and 6th, 2016, Tesco Bank was
subjected to a hack that saw £2.5 million siphoned off from 9,000 of
its accounts

 The Chair of the Treasury Select Committee wrote to Tesco Bank
requesting information the following week and an investigation was
commenced by the NCA

 Cybersecurity company Cyberint said it had discovered posts on a
variety of dark web forums whose members had described the
lender as being a "cash milking cow" and "easy to cash out“ and
discussions about a tool that "brute forced" access to Tesco's
accounts by testing thousands of login and password combinations
until one was found to work.

 The Sunday Times suggested that the raid had involved the use of
contactless payments triggered by smartphones.



Tesco Accounts Raid

 The Chair of the Treasury Select Committee wrote seeking to
establish where responsibility lay for cyber security as between the
FCA, PRA and National Cybersecurity Centre and seeking
assurances about the use of contactless payments.

 Andrew Bailey responding for the FCA pointed out that there were
reported losses of just £2.8m on £7.75 bn of transactions using
contactless cards or devices (e.g. mobiles) i.e. less than 0.036 % by
value with contactless accounting for just 0.5% of all card fraud

 The Chancellor responded on behalf of the NSCS on 20 January
2017 explaining in greater detail the role of the NCSC and those of
the regulators and firms themselves.



Cybercrime and Financial Institutions-
preliminary conclusions

 Replacing legacy systems will take time and expense but can
mitigate some of the risk

 Due diligence when hiring staff can also contribute

 Cybersecurity audits and use of software solutions will also help

BUT

 State sponsored or state supported hacking is not easily prevented

 The more ubiquitous CAAS becomes the greater the risk

 Proof to the criminal standard will be difficult having regard to the
technical nature of some of the evidence

 We need to plan now for mobile threats



How to Protect Yourself
(Source: Europol)

 Exercise caution – Don’t open emails you don’t expect to receive, and if you are asked to run macros on an
Office file, DON’T! The only situation in which you should run macros is in the rare case that you know exactly what
those macros will do. Additionally, keep track of the latest major malware campaigns to ensure that you do not
fall victim to a new unique phishing technique or download a malicious app.

 Have a comprehensive, up-to-date, security solution – High quality security solutions and products protect you
from a variety of malware types and attack vectors. Check Point Sandblast Zero-Day Protection efficiently
detects and blocks banking Trojans samples, and extracts malicious content from files delivered by spam and
phishing campaigns.

 Be alert for “weird” behavior of banking and financial services websites – Pay attention to extra login fields you
weren’t used to seeing in the past (especially of personal data or things that the bank is not supposed to ask for),
changes in the login page design, and any tiny flaws noticeable in the web site display. If something looks
suspicious, try to login from another device and compare the displays. Always remember that banking actions
can also be done through other means.

 Install mobile applications, and especially bank applications, only from known and trusted sources such as
Google Play and Apple’s app store. This will not guarantee that you do not download malicious apps, but will
protect you from most threats.

 Back up your most important files – Make an offline copy of your files on an external device and an online cloud
stage service. Common banking Trojans today follow the infostealing phase with deploying other malware,
including ransomware which can hold your files hostage until you pay. Note: External devices should be used for
backup ONLY and be disconnected immediately after the backup is completed.
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